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Table 1: Evaluation Summary

Application Details

Customer Name and
Address

Developed by

Production URL
Test / Temporary URL
Infrastructure Details

User Roles
Hash of Final Build
Audited on

Audit Location

Evaluation Method

Evaluated By

Report Prepared By

Report Reviewed By

Report Sent on
Other Remarks

CONFIDENTIAL

Name: Website of High Commission of India, Accra, Ghana
Version & Build: Not available

Release Date: Not available

High Commission of India, Accra, Ghana

No. 9 Ridge Road, Roman Ridge

PO Box CT-5708, Cantonments

Accra, Ghana, PIN - 00233

Jadon Webtech Pvt. Ltd.

https://www.hciaccra.gov.in
https://www.hciaccra.gov.in
Operating System : Linux

Web Server : Apache
Server-side Script : PHP
Database : MySQL

Not Available
Not Available

9th March 2018 to 215t March 2018 (Period of Assessment)
20t™ April 2022 to 215 April 2022 (Closure Verification)
STQC IT Services, Kolkata

Different software testing techniques (both manually and using
tools) has been used to unearth application security
vulnerabilities, weaknesses in the following broad application
aspects.

a) Data and Input Validation
b) Authentication
c) Authorization and Access Control
d) Session Management
e) Error Handling
f) Use of Cryptography / Data Protection
g) Others
(Reference Operating Procedure of the laboratory: OP09 )

Amrita Som, SO “SB”
Arpita Datta, Scientist ‘E’

Tapas Bandopadhaya , Scientist ‘F’
Head, e-Security

215t April 2022

The report presents the findings of the audit during the audit
period only.

This assessment result presents the state of security of the web
application as it appears through its web interface and does not
include the assessment result of application code review,
hosting infrastructure and associated security processes

Audited By: STQC IT Services, Kolkata Page 3 of 17
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1.0 Introduction

STQC IT Services, Kolkata has carried out security evaluation of the application as detailed in the
Table-1. The vulnerabilities/weaknesses observed during the testing along with the recommendations
to plug the vulnerabilities are given below. The observations indicate the status of the application
during the evaluation period (Ref. Table-1) only.

2.0 Summary Observations

The audit was conducted on the official Website of High Commission of India, Accra, Ghana, hosted in
the developer’s domain, by using automated tools followed by manual verification of discovered
security vulnerabilities.

The application has been audited, following Open Web Application Security Project (OWASP)
Application Security Verification Standard 4.0 [ASVS v4.0], to discover Security vulnerabilities /
weaknesses. The assessment focused to discover the listed security vulnerabilities as per the OWASP
Top 10 - 2017 list. Discovery of typical security issues of an web application, related to, improper input
validation, insecure direct object reference, unvalidated directs and forwards, Cross-Site
Scripting(XSS),Cross-Site Request Forgery(CSRF), Broken Authentication and Session Management (e.g.
weak passwords, weak session management), various injection flaws (like SQL injection, command
injection etc.), security mis-configurations, sensitive data exposure, missing or improper access control
etc. and also related to well-known platform and components, are attempted in this exercise.

The initial assessment observations have been shared as assessment report (as referred below). On
receipt of the confirmation of the closure of the reported issues, the assessment team will verify and
make final comment in this assessment report.

Ref.-1: Assessment report  : Report No. ES/EMBI/171806/0R/C1/022921
: Report No. ES/EMBI/171806/0R/C2/050353

Disclaimer: This report is valid for the web application code in its present state only. Reassessment is
recommended for any change in the application code.
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3.0 Security Issues as per OWASP ASVS

SN

| Test/Parameter

| Observation

Remarks

3.1 Data & Input Validation

3.1.1 Input Validation Vulnerabilities have been observed during Not complied.
assessment.

3.1.2 | Sanitization and Vulnerabilities have been observed during Not complied.
sandboxing assessment

3.1.3 | Output encoding and No vulnerable issues has been found during Complied.
Injection Prevention audit.

3.1.4 | Deserialization Such option is not available in the application Not Applicable.
Prevention

3.1.5 File Upload Such option is not available in the application Not Applicable.

3.1.6 File execution Such option is not available in the application Not Applicable.

3.1.7 | File Storage Such option is not available in the application Not Applicable.

3.1.8 File Download No vulnherable issues has been found during Complied.

audit.

3.2 Authentication

3.2.1 Password Security Such option is not available in the application Not Applicable.

3.2.2 | General Authenticator | Such option is not available in the application Not Applicable.

3.2.3 | Authenticator Such option is not available in the application Not Applicable.
Lifecycle

3.2.4 | Credential Recovery Such option is not available in the application Not Applicable.

3.2.5 Out of Band Verifier Such option is not available in the application Not Applicable.

3.2.6 | Single or Multi Factor | Such option is not available in the application Not Applicable.

One Time Verifier

3.3 Authorization & Access Control

3.3.1 General Access Such option is not available in the application Not Applicable.
Control Design

3.3.2 | Operation Level Such option is not available in the application Not Applicable.
Access Control

3.3.3 Other Access Control Such option is not available in the application Not Applicable.

Considerations

3.4 Session Management

3.4.1 Fundamental Session Such option is not available in the application Not Applicable.
Management

3.4.2 | Session Binding Such option is not available in the application Not Applicable.

3.4.3 Session Logout and Such option is not available in the application Not Applicable.
Timeout

3.4.4 | Cookie-based Session Vulnerabilities have been observed during Not complied.
Management assessment.

3.4.5 Defences against Such option is not available in the application Not Applicable.

Session Management
Exploits

3.5 Error Handling

3.5.1 Log Content Such option is not available in the application Not Apaplicable.
Requirements
3.5.2 Error Handling No vulnerable issues has been found during Complied.

audit.

3.6 Use of Cryptography / Data Protection

3.6.1 Algorithm Such option is not available in the application. Not applicable.
3.6.2 | Client-side Data Such option is not available in the application. Not applicable.
Protection

CONFIDENTIAL

Audited By: STQC IT Services, Kolkata

Page 5 of 17




Report No. ES/EMBI/171806/0R/C2/050353

3.6.3 Sensitive Private Data | Such option is not available in the application. Not applicable.
3.6.4 | Communications No vulnerable issues has been found during Complied.
Security audit.
3.6.5 | Deployed Application | Such option is not available in the application. Not applicable.
Integrity Controls
3.7 Configuration Management
3.7.1 Dependency No vulnerable issues has been found during Complied.
audit.
3.7.2 | Unintended Security No vulnerable issues has been found during Complied.
Disclosure audit.
3.7.3 | HTTP Security Vulnerabilities have been observed during Not complied.
Headers assessment.
3.7.4 | Validate HTTP No vulnerable issues has been found during Complied.
Request Header audit.
3.8 Others
3.8.1 Business Logic Such option is not within scope of web Not applicable.
Security application security audit.
3.8.2 | SSRF Protection No vulnerable issues has been found during Complied.
audit.

CONFIDENTIAL
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4.0: Details of Audit Observations

Sl. | Web Observation Remarks /

No | Application Recommendations
Vulnerabilities

0.0 | Functional Issue

0.1 Link to Non- Case 1: Functional issue
existent Domain Additional form for Business Visa/ Conference Visa can be downloaded | should be resolved.

from the following pages (Fig. 0.1.1) and forms are linked to .com
domain.

If Download is clicked, the linked pages are not found in the target
server (Fig. 0.1.2):

https://www.hciaccra.gov.in/page/visaform/
https://www.hciaccra.gov.in/page/other-consular-services/ (Fig.
0.1.3)

Case 2:

The links to http://indiainbusiness.nic.in and http://www.ieeve.in/,
as referred in the following pages are non-existent:
https://www.hciaccra.gov.in/news_detail/?newsid=368
https://www.hciaccra.gov.in/page/in-india

1.0 | Data & Input Validation

1.1 | Missing Input If the Trade Enquiry - India form is filled up with incorrect data type All user inputs and
Validation: Trade | like non-numeric inputs are given as Year Established, TIN / PAN No., | data in all forms
Enquiry Postal Code, Fax etc. (Fig. 1.1.1), form gets saved successfully on must be validated to

submission (Fig. 1.1.2). be of proper data
type and within

If all input fields are filled up with URL-encoded JavaScript (Fig. range and should

1.1.3), form is also submitted successfully (Fig 1.1.4): also be validated in
the server-side.

https://www.hciaccra.gov.in/trade_register/?q=India

1.2 | Missing Input In the feedback form, if URL-encoded JavaScript is given as Address, All user inputs and
Validation: Feedback / Detail fields (Fig. 1.2.1), form gets successfully submitted | data in all forms
Feedback (Fig. 1.2.2): must be validated to

be of proper data
https://www.hciaccra.gov.in/feedback/?q=type type and within
range and should
also be validated in
the server-side.

1.3 | Missing Validation | Total number of tenders are divided among multiple pages and no. of All user inputs and
of Query records to be displayed per page is passed as query parameter pagesize | data in all forms
Parameter (Fig. 1.3.1). must be validated to

If datatype of the query parameter pagesize is manipulated to array by | be of proper data
appending square brackets, Internal Server Error occurs (Fig. 1.3.2): type and within
range and should

https://www.hciaccra.gov.in/tenders.php?page=2&year=&month=&pag | also be validated in
esize=30 the server-side.
https://www.hciaccra.gov.in/event.php?page=2&year=&month=&page
size=30 (Fig. 1.3.3)

2.0 | Session Management

2.1 | Missing Attributes | Session cookie PHPSESSID is set with SET-COOKIE directive when the Cookie-based session

of Session Cookie

website is opened in the web client (Fig. 2.1.1).

tokens should have

CONFIDENTIAL
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Sl.
No

Web
Application
Vulnerabilities

Observation Remarks /
Recommendations

Cookie-based session tokens do not have ‘Secure’ and 'HttpOnly’ the 'Secure’ attribute
attributes set. and 'HttpOnly'
Session tokens also do not utilize the 'SameSite’ attribute to limit attribute set.
exposure to cross-site request forgery attacks.

https://www.hciaccra.gov.in/

Configuration Management

w|w
~lo

Missing Security
Header

Referrer Policy Response header, which increases exposure to various Security headers
cross-site injection attacks, is missing and "Referrer-Policy” may be set | may be configured
to "no-referrer” or "same-origin” (Fig. 3.1.1). properly.

The Referer request header contains the address of the previous web
page from which a link to the currently requested page was followed.
The Referer header allows servers to identify where people are visiting
them from and may use that data for analytics, logging, or optimized
caching.

Strict-transport-security header is missing. HTTP Strict Transport
Security (HSTS) is a web security policy mechanism whereby a web
server declares that complying user agents (such as a web browser) are
to interact with it using only secure (HTTPS) connections. The HSTS
Policy is communicated by the server to the user agent via a HTTP
response header field named "Strict-Transport-Security”. HSTS Policy
specifies a period of time during which the user agent shall access the
server in only secure fashion:

Strict-Transport-Security: max-age=31536000; includeSubDomains

https://www.hciaccra.gov.in/

3.2

Unsafe Third-
party Link

The webpages inside the application are linked to various external The attribute rel
websites, some of which are listed below, using anchor tags (<a>) ="noopener

along with the attributes ‘href’ and target="_blank. Link tags of this noreferrer” may be
kind (i.e. with target="_blank" attribute) expose parts of the window added to each link
object of the original page to the linked page via window.opener element with
object and this can be exploited for phishing attacks if the linked page | target="_blank.

is malicious (Fig. 3.2.1):

https://mea.gov.in
https://www.india.gov.in/
http://www.iccrindia.net/
https://www.itecgoi.in/index.php
https://rtionline.gov.in/
http://ayush.gov.in/
http://indiainbusiness.nic.in/
https://presidentofindia.nic.in/
https://www.pmindia.gov.in/en/
https://parliamentofindia.nic.in/
http://www.pbdindia.gov.in/en

https://www.hciaccra.gov.in/

CONFIDENTIAL
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H High Commission of India, Acc X +

&« C ttps:/fwww.hdaccra.gov.in/page/visaform/ B v @& g ‘E’ s @ =
A
Visa Application F
| e T et Home > Consular Service > Visa Application Forms
Consular Service .:
LT T 1o (1T N V11 - | QL) T O = f="ht tps: //indianvisaonline.gov.in/”  rel="noopener” l " ;
https findianvisaonline.qovin/ > heiacera.gov. inl o
- " neral-information/"|
» Additional form for Business Visa ({3 tp:/ /www. indiahc-ghana. com/pdf/b ownload) PP acsnort General ]
RN ETRiely BT RO ol - RNER Rl e £ =" it Ep: / /waww. indiahc-ghana. com/pdf/conference GlsDownload) 7 P o
Information
L 1]
>
>
Services
PR href="https://w.hciaccra. gov.in|
|/ page/procedure-and-amp-|
Qlldocumentation/"|
et Procedure &
Documentation
PR ref="https:// /www.hciaccra.gov. in| .
/page/visaforn/" target="_self"|fEE]
Application Forms
PR href="https://wwi.hciacera. gov. injll
|/ page/fee-schedule/”| v
Fig. 0.1.1: Download links in Visa Application Forms page
404 Not Found X Pt = X
s (] Ct & ‘www.indiahc-ghana.com/pdi/businessvisa.doc f? ® ® 6 ‘-EI B n =

Not Found

The requested URL was not found on this server.

Apache/2.4.51 (Unix) Server at www.indiahc-ghana.com Port 80

Fig. 0.1.2: Pages are linked to .com domain and are not found
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% High Commission of India, Acc X = 4 ey X
Loihe s B O Ej hitps:/feww.hdacera.gov.in/page/other-consular-services/ B ﬁ ® @ 6 ‘@ L) n =
A

(iv) Self attested copy of valid residence permit.
(v) Valid Indian Driving License and expired IDP with self attested copies.

(vi) 2 passport size photographs (2 inches by 2 inches)

(C) Finally, applicant will have to apply for fresh issue of IDP through the portal www.parivahan.gov.in and will
upload the documents, including the receipt issued by the High Commission.

(B) On submission of application, a receipt will be issued to the applicant. 8

(D) On verification of the documents, the Licensing Authority in India shall issue the IDP and courier it directly to
the address of the applicant.

Registration of Indian National/P|QIQ hapa/Burkina Faso/Togo - A form available and may be submitted
in the Counter duly completeg¢” (Download Form)

Overseas Citizen of India (OCl)Cards,
Eligibility

A foreign national, who was eligile to become citizen of India on 26.01.1950 or was a citizen of India on or at any
time after 26.01.1950 or belongéd to a territory that became part of India after 15.08.1947 and his/her children and
grand children, provided hisihgr country of citizenship allows dual citizenship in some form or other under the local
laws, is eligible for registratiofl as an Overseas Citizen of India (OCI). Minor children of such persons are also eligible
for OCI. However, if the appglicant had ever been a citizen of Pakistan or Bangladesh, he/she will not be eligible for
ocl.

Documents Required

Documents requiredfto be submitted at the time of making application the OCI Counter, High Commission of India,

.indiahe-ghana.com/pdf/Registrationofindians.doc v
Fig. 0.1.3: Download Form is linked to .com domain and is not found
2 High Commission of India, Acc X = + = ®
& &) O Eﬁ https:/fwww.hciaccra.govin/trade register/?q=India B8 i} %’ 6 ‘g o H =
SVISd SETVICES ~
Year established* year_established
> Procedure & Documentation
Registration / [EC - number* iec_no
> Visa Application Forms
TIN / PAN - ber*
number pan.no > Fee Schedule
Address* address > Other Consular Services

State* state > Payment of Fee

City* dty > Consular Services Fees g

N ’
| Post Code* post_code Reguirements for New Passports o
] * Registration of Birth
Email* example@example.com
> Registration of Indian Nationals

Tel / Mobile* 1234567890
| Fax fax |

Website* website

Contact Person* contact_person

Job Title* job_title

Turnover (per year)* turnover

Exports* exports

Fig. 1.1.1: Trade Registration form has been filled up with incorrect data
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2 High Commission of India, Acc X 4

< &}

sitemap | Contact | Feedback

Accra, Ghana

High Commission India-Ghana Relations

Confirmation

Home » Confirmation

Thank you for regjstering with High Commission of India, Accra, Ghana.

In case of any website related query, please contact us on : Click Here

Go to home page : Click Here

O B hitps://www.hdaccra.govin/thanks/lq=reg

High Commission of India Q

Report No. ES/EMBI/171806/0R/C2/050353

B w

Skip to main content | Screen Reader Access | & A A+ [A]

(S Select Language | ¥

Consular Service Economic & Commercial Services  Tenders  Media ~ Amrit Mahotsav  Links  Confact

Navigation

> Home

> High Commission

> Indis-GRana Relations
> Consular Service

> Economic & Commercial Services

v ¥¢g ¥ on

A

» Tenders
httpsy//uww. heiacera.gov.in/page-link/Tpage=the-embassy > Media v
Fig. 1.1.2: Form is submitted successfully
File Edit View History Bookmarks Tools Help 5
‘ 2 High Commission of India, Acc: X § +
« > C . Q B httpsy//www.hdacaa.gov.in/trade_register/?q=India B i n 5 @ 4 O =

Home > Trade Enquiry - India

Name of Company*
Year established*
Registration / IEC - number*
TIN / PAN - number*
Address*

City*

State*

Post Code™

Email*

Tel / Mobile*

Fax

Website*

Fig. 1.1.3:

CONFIDENTIAL
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) Getting Started @ 17220.140.178/super-.. @ NewTeb @ NewTob @ NewTab

Consular Service

Trade Enquiry Form for the Companies from India:

~

Passport General Information

v

Visa requirements
1996%52%3d%61%6%65%72%74%28%37%34%3 1%37%35%29%3e

v

Visa Services
'961%52%3d%61%6c%65%72%74%28%37%34%31%3 7%35%29%3e

v

Procedure & Documentation
19467%52%3d%61%6C%65%72%74%28%37%34%31%37%35%29%3e

v

Visa Application Forms
19467%52%3d%61%6%465%72%74%28%37%34%31%37%35%29%3e

v

Fee Schedule

19467%52%3d%61%6%465%72%74%28%37%34%31%37%35%29%3e

v

Other Consular Services

'9661%652%3d%6 196c3665%720674%28%37%34%31%37%35%29%3e

“

Consular Services Fees

v

"9961%52%3d%61%6c365%72%74%28%37%34%31%37%35%29%3e Payment of Fee

“

96F52%3dU661 96657 2%74%28%37%34%31%37%35%29%3e Requirements for New Passports

~

Registration of Birth
1966 1906C965%72%74%28%37%34%3 1%37%35%29%3e@gmail.com

v

Registration of Indian Nationals
5644962053724337820464572526523616657274283734313735293

19567%52%3d%61%6%65%72%74%28%37%34%3 1%37%35%29%3e
19h6%52%3d%61%6%65%72%74%28%37%34%31%37%35%29%3e

Form is filled up with URL-encoded JavaScript

:000@

[ Other Bookmarks

"~

Page 12 of 17
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File Edit View Higtory Bookmarks Jools Help

§ High Commission of India, Acc X

<« >0 T 8 https:/fwww.hdacera.govin/thanks/7q=reg

) Getting Started @) 172.20.140.178/super-.. @ NewTab @ NewTab @ New Tab
T

Sitemap | Contact | Feedback

High Commission of India
Accra, Ghana

=

Home  High Commission  India-Ghana Relations  Consular Service

Confirmation

= X
B w O Ih ® @& & O =
[ Gther Bookmarks

A

skip to main content | Screen Reader Access | A A A+ A

Q G Select Language | ¥

Economic & Commercial Services = Tenders ~ Media  Amrit Mahotsav ~ Links  Contact

0006

(1]
Home > Confirmation
Navigation
Thank you for registering with High Commission of India, Accra, Ghana. > Home
In case of any website related query, please contact us on : Click Here > High Commission
) > India-Ghana Relations
Go to home page : Click Here
> Consular Service
> Economic & Commercial Services
* Tenders
> Media
R L Ll P v
Fig. 1.1.4: Form is submitted successfully
File Edit View History Bookmarks Tools Help 5 v
% High Commission of India, Acc X | +
LR O B nhitpsy/fwwwhdaccra.govin/feedback/7g=type w B I & & 0O =
 Getting Started @ 172.20.140.178/super-... @ NewTab @ NewTab @ NewTab [ Other Bookmarks
FIEdSE TEET ITEE LU Proviue your vdiUdDIE TeeUDdUK / SUBEESUOTNS LUWCTUS TITTRIOVETTIETTL I e COTILETILS / UeEsign o1 A

this website etc by filling below feedback form

000@

Select a Service: Visa v

Name: * test

Email: * example@example.com

Address:
6203333961455 53367204383 % 78%20%4F
$46e 9455729 5256 % 525630961 HECH65%72574%28%37%34%31
%ITHISH29%3E

City: * test

State: * test

Country: * India v

Phone: * 0000000000

Feedback / Detail:

6361 §78%20%4f

34669455729 52362525 30061 HECHES%TIHT4%28%37%34%31

%37%35%29%3e

Verification Code * 4757

Fig. 1.2.1: Address and Feedback are filled up with URL-encoded JavaScript

CONFIDENTIAL

Audited By: STQC IT Services, Kolkata

Page 13 of 17




File Edit View History Bookmarks

Sl )

£ High Commission of India, Acc X |

Tools Help

e

O El https:/fwww.hdaccra.govin/thanks/

. Getting Started @ 172.20.140.178/5uper-.. @ NewTab @ NewTab @ New Tab

Sitemap | Contact | Feedback

% High Commission of India

@ Accra, Ghana

=

Home

High Commi:

on India-Ghana Relations Consular Service Economic & Commercial Services

Confirmation

Home > Confirmation

Thank you for sending us your Feedback/Enquiry. Our officer will contact you soon.

In case of any website related query, please contact us on : Click Here

Go to home page : Click Here

File Edit View History Bookmarks

o s

& High Commission of India, Acc X }

Fig. 1.2.2: Form is submitted successfully -

Jools Help

https://www.hciaccra.govin/ X6

QBf https://www hdaccra.govin/tenders.php?page=28&year=&month= &pagesize=30

) Getting Started @ 172.20.140.178/5uper-.. @ NewTeb @ NewTab @ MewTab

Sitemap | Contact | Feadback

High Commission of India

Accra, Ghana

e

Home

High Commi:

on India-Ghana Relations Consular Service Economic & Commercial Services

Tenders

Home > Tenders

Q,  Month | selectMonth

v | Year SelectYear v Go

Supply of Hoist/Drag Motor for 20/90 Dragline in Northern Coalfields Limited (NCL).
Posted On: May 13, 2020

Report No. ES/EMBI/171806/0R/C2/050353

= P
w @I 3@ &0 =
[3 Other Bookmarks

A~

Skip to main content | Screen Reader Access | A A At [A]

G Select Language | ¥

Q

Tenders Media Amrit Mahotsav. Links Contact

0006

Navigation

> Home

> High Commission

> India-Ghana Relations

> Consular Service

> Economic & Commercial Services
> Tenders

> Media

g I s O =

[ Other Bookmarks

A

Skip to main content | Screen Reader Access | A+ A AT [A|H

G Select Language | ¥

Q

Tenders Media Amrit Mahotsav Links Contact

000e

Media Room

> News

> Events/Photo Gallery
> Press Releases

> Video Gallery

GLOBAL TENDER for Supply of “Propel Motor” for Marion 182M Shovel in Northern Coalfields Limited (NCL)
Posted On: May 12, 2020

GLOBAL TENDER for Supply of Spares of P&H 1900AL Shovel in Northern Coalfields Limited (NCL)
Posted On: May 12, 2020

Fig. 1.3.1: Query parameter pagesize indicates no. of records to be displayed per page
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Report No. ES/EMBI/171806/0R/C2/050353

Burp Suite Professional v2020.12.1 - Temperary Project - licensed to Electronics Regional Test Laboratory [single user license]
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender

1% 2= 3 x 4 x

Project options User options

Target: https://www.hdiaccra.gov.in f @

Request

G0N \n  Adions v

1 GET /tenders. php?page=lgyear=imonth=ipagesize5B35sDEI0 HITP/L.1

Host: wiw. heiacera gov.in

User-Agent: Mozilla/S.0 (Windows NT 10.0; Winéd; x64; rv:95.0) Gecko/20100101 Pirefox/95.0
Accept: text/htnl,application/xhtnl+xnl,application/ml;q=0.9, inage/avif,inage/webp,*/*;q=0.8
Accept-Language: en-Us,en;q=0.5

Accept-Encoding: geip, deflate

Comnection: close

Cookie: PHPSESSID=ap8lslinplatuunrSseSbhail?; tntcon=519c84155964659375021FTcas7e£095adxn
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

€

Sec-Fetch-Node: navigate
Sec-Ferch-Site: none
See-Fevch-User: 21

Response

Vs Raw  FRe

\n  Adions ¥

1 HTTP/1. 1 500 Interna’
2 Date: Wed, 20 Apr 201
3 Server: hpache/?

4 Bxpires: Thu, 1 Nov 1981 08

Server Error
11:35:31 GMT

2:00 GMT

Wl

HOLIIdSNI

% Cache-Comtrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

¢ Pragma: mo-cache
7 X-Frame-Options: SAMEORIGIN

¢ K-Content-Security-Policy: default-src 'self'; media-src *; img-src *; script-src 'self' https://)

5 ¥-Content-Type-Options: nosniff
xS

11 Vary: User-Agent

7 Content-Length: 0

3 Comnection: close

Content-Type: text/heul; charsev=UTF-8

S-Protection: 1; mode=hlock

Fig. 1.3.2: Missing data type validation

heiaccra.govinfevent.phplpage=2¢ X 3 Response Headers from https:/ X |+

(&) O i]Extension (Web Developer) moz-extension://b795952e-7028-4864-b6d3-539000398a63/generated view-respons: Y

@
B
]
1

https://www.hciaccra.gov.in/event.php?page=2&year=&month=

cache-control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8
content-length: @

content-type: text/html; charset=UTF-3

date: Thu, 21 Apr 2822 18:55:87 GMT

expires: Thu, 19 Nov 1931 ©8:52:08 GMT

pragma: no-cache

server: Apache/2

vary: User-Agent

x-content-security-policy: default-src 'self'; media-src *; img-src *; script-src 'self' hitps://ajax.googleapis.com; style-src 'self';

x-content-type-options: nosniff
x-firefox-spdy: h2
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block

588 Internal Server Error

Rpagesize%5B%5D=30

Fig. 1.3.3: Internal server error occurs due to missing data type validation
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Report No. ES/EMBI/171806/0R/C2/050353

£ High Commission of India, Acc X CookieInformation from https % + bt

6] O i]Extensmn(WebDeve\mper] moz-extension://b795952e-7028-4864-b6d3-539000396a63 /generated/view-cookie-i w @ ‘Bﬁ L) L} H =

https://www.hciaccra.gov.in/

B2 cookies

Name PHPSESSID
Valug h4t8qe89so3mangkablndid2r
Host wwwLhciaccra.govin

Path /

Expires At end of session

Secure No

Httponly No

il Delete...

Name fntcon
Value 44968aece94i667ed005002d140h5696adxn
Host www.hciaccra.govin
Path v
Fig. 2.1.1: Cookie-based session token PHPSESSID
- X

Burp Suite Professional v2020.12.1 - Temporary Project - licensed to Electronics Regional Test Laboratory [single user license]
Burp  Project Intruder Repeater Window Help

Dashboard  Target  Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  Extender  Project options User options

Target: https://www.hdaccra.govin @

Request Response
eeetty [ \n | Adions ¥ Raw Render \n  Adions ¥
1 BET 7 HITR/L.L 1 HITE/1.1 200 0K

Date: Wed, 20 Apr 2
Server: Apache/2
Expires: Thu, 18 Nov 1581 08:52:00 GMT

Cache-Control: no-store, . lidate, . P

Pragma: no-cache

Set-Cookie: PHPSESSID=n4513203miheTmeusipgio72s; paths/

Vary: Accept-Encoding,User-Agent

X-Frame-Options: SANEORIGIN

eurity-Poliey: default-sre 'self'; media-sre *; img-sze *; script-sre 'self' https://ajax.goog

2 09:34:17 GMT

Host: www heiacera gov.in

User-Agent: Mozilla/S.0 (VWindows NT 10.0; Wingd; x64; rv:99.0) Gecko/20100101
Firefox/99.0

4 Recept:

text/heml, application/xhtnl+xml, application/xml;q=0.9, image/avif, inage/webp,*/*;q=0

=
@
T
i
(s}
=

Aeeepr-language: en-US,en;q=0.5

Accepr-Encoding: gzip, deflate
Comnection: close 10 X-Content-

o Upgrade-Insecure-Requests: 1 11 X-Content-Type-Options: nosniff

Sec-Fetch-Dest: document X-¥§§-Protection: 1 mede=hloclk

Sec-Fecch-Node: navigate 13 Content-Length: 125385

1l Sec-Fetch-Site: nons Comnection: close

2 Sec-Fecch-User: 21 Comtent-Type: text/html; charsst=UTF-§

3w

<IDOCTYPE heml PUBLTC "-//W3C//DTD ¥HTML 1.0 Transitional//EN' "http://www w3 org/TR/xhtmll/DTD/xhtmll-tra
<html id="mstHtml" smlns="http://wwe.w3.org/l995/xhtnl" lang="en' xml:lang="en" dir="ltr" class=' js flexb
pplicacioncache svg inlinesvg smil svgelippachs webkit chrome win js'>

<heads

<citler
High Commission of India, Aecra, Ghana

</title>

<meta charset='utf-g" />

<meta http-equiv="X-UA-Compatible" content='TE=edge" />

<meta name="viewport" comtent='width=device-width, imitial-seale=l 0" />

<link rel="icen" href="https://www.heiaccra.gov.in/images/favicon. ico” type="image/x-icon">

<linl BEL="stylesheet' HREF="https://www heiacera gov. in/images/font-awesome/css/font-avesons min css’

<link href="https://wwe.heiacera.gov.in/images/14.css" rel="styleshest' type=

text/css’ medias'print”

<link type="text/css" stylesheet” href="heeps://www. heiacera. gov. in/images/5.css' id="esss" /»
<link type="text/css" stylesheet" href="https://www.hciaccra.gov.in/inages/1l5.css" id="cssls" />
<link typ stylesheet" href="https://www_ heiacera. gov. in/images/18. css" id: e
<link type="text/css" stylesheet" href="https://www.hciaccra.gov. in/inages/style.css”
<seript id="twitter-wjs" sre="https://www.heiacera. gov. in/inages/widgets. js">
</seripes
<script sres'https://wns DCiaccTa. gov. in/images/]query.min. s’ CYpes'text/Javascript’s
</seript>
<seript types'text/javascripe’s
-
i
@ | Omatches | 0 matches

Done 126,003 bytes | 3,921 millis

Fig. 3.1.1: HTTP response headers
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File Edit View History Bookmarks Iools Help

£ High Commission of India, Acc X ? hittps:/fwunhciacera govinfcoms: X | 4
|

s ip 8 i heiaccra.govin phpf v 2

) Getting Started @B 172.20.140.178/super-.. @PNewTob @ NewTeb @ MewTab

SLLrSE MFETS [ILLPSD//WiW.(ICLdLCI@. BUV. L1/ VIUEUS . DY LarBELS _SELl VLIUEU Udliely</ar

</1i>
</ul>
</1i>
<1i class="MenuLi"><a href="https://wws.hciaccra.gov.in/page/amrit-mahotsav/" class="menuFirstlode” target="_self">Amrit Mahotsav</a>
</1ix

<1i class="MenuLi"><a href="https://www.hciaccra.gov.in/page-link/?page=links" class="menuFirstlode” target="_self">Links</a>
<ul class="menuSubUl">
<li><a href="https://wm.hciaccra.gov.in/page/important-links/" target="_self">Important Links</a>

<1i>::I;:eF https://mes.gov.in/" target="_blank"sMinistry of External Affairs</a>
<1i>:£1|1.:ef="mp / /v india.gov.in/" target="_blank">Indian National Portal</a>
<1i>:;‘llli:efz"mp://ww.iccrindia.net/" target="_blank">Indian Council for Cultural Relations (ICCR)</a>
(H)iél;:m(:“&ps://M»Iw.its:gni.in/index.pﬁg" target="_blank">ITEC Division</a>
(Ii):;‘llli:-r&"&ps://r‘tiunline.m" target="_blank">G0I RTI</a>
<1i>:;1|1.:ef="mp:/j@m" target="_blank">Department of AYUSH</a>
(H):;‘Ill\:m(:“&p://indiainbusinass.ni:.in/" target="_blank">India in Business</a>
(Ii):;liief:“https:/fDrEsidEnlnfindia.nic.in/“ target="_blank">President of India¢/a>
<1i>:;lll.:ef="mps://ww.pmindia.gw.in/en * target="_blank">Prime Minister of India</a>
<1i>:;‘1|1|:efz"https://parliamentofindia.nic.in/” target="_blank">Parliament of India</a>
(1i>:;1;:EFz“htt-:f/nwu.-bdindia‘;nulinfen” target="_blank">Pravasi Bharatiya Divas 2819</a>
(Ii):;‘llli:-r&"&p i//nri.up.gov.in/" target="_blank">UP NRI Portal¢/a>
</1i>
<ful>
</1i>

<1i class="Henuli"><a href="https://wmi.hciaccra.gov.in/page-1ink/3page=contact” class="menuFirstliode” target
<ul class="menuSubU1">
<lir<a href="https:/ /mm.hciaccra.gov. in/page/contact-us/" target="_self">Contact Us</a>

_self">Contact</a>

</1i>
<li><a href="https://www.hciaccra.gov.in/feedback.php” target="_self"s>Feedback</a>
/11>
</ul>
</1i>

<ful>
</divy
</divy<div id="ContentPlaceHelderl mainbody™>

Fig. 3.2.1: Third-party links
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